Secure64® DNS Authority™

Always available. Never compromised.

DNS AUTHORITY

KEY BENEFITS

Remains fully responsive during
DDoS attacks

Eliminates BIND security
vulnerability patching

Enables 99.999% service
availability

Reduces TCO because servers
need no protective security
appliances

KEY FEATURES

Built-in denial-of-service
detection and mitigation

Immune to injection of rootkits
and malware

No downtime on restarts
Built-in support for anycast

Enables reverse DNS records on
the fly
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In today’s increasingly hostile internet, the question is not whether your
DNS will come under attack, but when. Attackers have realized that

DATA SHEET

the DNS is a perfect target, because if they can bring down the DNS,
they can take their target off the web, as well as bring down email and

users.

But defending against today’s DNS attacks can be costly and complex,
as best practices involve hardening and constant patching of

vulnerable operating systems and DNS software, as well as protecting
them with expensive security appliances that introduce unwanted
latency and additional points of failure into the network.

Secure64 DNS Authority is a DNS authoritative server that provides
the highest levels of security, availability and resiliency under attack
without the cost and complexity of conventional solutions. Unlike
hardened systems, DNS Authority is Genuinely Secure: it has been
designed from the ground up with a secure architecture that makes

it immune to compromise from rootkits and malware and resistant to
network attacks. Combined with its built-in support for anycasting and
its non-stop DNS architecture, this allows DNS Authority to remain
highly available at all times, even when under attack or during restarts.
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Always Available
Integrated DDoS protection

Secured zone data
DNS Authority ensures end-to-end

SECURITY
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Unmatched Security
System authentication

Digital signatures of the firmware,
operating system and application code
are all validated during the boot process.
This ensures that neither the operating
system nor the application code images
on disk have been compromised by a
rootkit.

Secured runtime environment

The Secure64 specialised OS (SourceT)
utilises security capabilities unique to the
server hardware to eliminate all paths for
injection or execution of malicious code at
runtime.

Non-BIND based

BIND is the most widely deployed DNS
software in the world, which makes it a
primary target for attackers seeking to
cause maximum damage. DNS Authority
is a completely different implementation
that shares no code with BIND, making it
immune to BIND-specific vulnerabilities.

DNS Authority supports ENUM standards,
including RFC 3163 (SIP initiation
protocol), RFC 6116 (storage of data for
E.164 numbers in the DNS) and 3GPP
TS 29.303 (DNS procedures for the
Evolved Packet System).

Compatibility
Interoperability

DNS Authority interoperates with other
name servers running BIND or Microsoft
Windows DNS software and can directly
read existing BIND configuration files.

Split horizon DNS

Views allow configuration of an
authoritative server to provide different
functionality and responses based on
characteristics of the requesting client.
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models and configurations

A Genuinely Secure
operating system has a
secure architecture that

fully utilises the hardware to

make applications immune
to compromise from rootkits
and malware and resistant
to network attacks, unlike a
hardened OS that is typically
manipulated to minimise

exposure to its insecurities.

Learn more about Secure64 DNS solutions at www.secure64.com
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